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AA. Kharkevich Institute for information Transmission Problems, ITP, Russian Academy of Sciences

(Russia)

Acadgmy o

Known allasles) AMMS

Academy of Military Science (People's Republic of China)

Known slias{es): AMS

Aerospace Research institute (kan)
Enown alias{es). AR|

Alr Force Medical University (People's Republic of China)
Kniown alizs{es): Alr Force Medical University, Al Force Military Medical Uinlversity, Fourth Miltary
Medical Universsty, Fouwrth Medical Universily

Alr Force Research Institute (Peopie's Republic of China)
Known alias{es): Ar Force Equipment Academy, Key Laboratory of Complax Aviation System Sirmulation

Alr Force Xi'an Flight Academy (People’s Republic of China)
Kniown allag{es). PLA Alr Force Xran Flight Acedemy. Alr Ferce Xi'an Flight Academy, Xi'an Fiying

College of PLA Air Force

Alrforee Command College (Peopie's Republic of China)
Known aliag{es): PLA Alr Force Command College; Alr Force Command College; AFCC: PLA Air Force

Command Academy

Adrforce Communication NCO Academy (Pecple’'s Republic of China)
Known alias{es): Dalian Commurscations NCO Academy

Ajrforce Early Warning Academy (Feople’'s Republic of China)

Known allas{es). Wuhan Radar instaute

Adrforce Engineering University (People’'s Republc of China)

Known allas{es): AFEU

Adrforee Flight Academy Shijlazhuang (Peopie’s Republic of China)
Known slias{es): FLA Al Force Shigarhuang Flight Acadermy; Shijlazhuang Fiying College of the PLA
Alrforee; Shijlazhuang Flight College of Alr Ferce

Adrforce Harbin Flight Academy (People’'s Republic of China)
Known silas{es): Harben Flight College of Alr Force

Ajrforee Logistics University (People’'s Republic of China)

Army Academy of Armored Forces (Feople's Republic of China)
Known allas{ea): Amvy Armored Forces Acadery, Anmored Forces Englineering Academy

Named Resaarch Organizations

Jaruary 2024

inces (People's Republic of China)
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488 : ISED Named Research Organizations ]
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TIFEUDERANCED B,

FARANE, BEEMARZRIMNE L TULDH BEREAT SICRARORS | S (RT3, BN EIEA
HRZXBNTDEHIC. BHARSA>TE. © TRL (TRLL. 2 (FEWEHAF) L@ EFEHMSFHIiZzTD

T EmER, TRLOFMECSH/Z>Tld, HFFBAED [TRLEHEY —IL] &HE,

ERLZE2ERE_LOBREH D DAFTEEMNESMNCDONTIE, EFRIEREZEHRER (AIVD) (CHEKTED LS

ncund,

B URAVDWRERDEHR
- UXRTDEWVE :
- EHReRBIED A MTEE N TULBE (EU Sanction Map)

- BExFEHZ2EXRER (AIVD), EFRBELAIER (MIVD) HER
LTS TEREAROBEHD] 1> [FRIES] 28RIDL%E
R,

- ZTOMOERS>F T LR

EU Sanction Map

» Academic Freedom Index
> Freedom in the World Report published by Freedom House
> Democracy Index published by The Economist Intelligence Unit
> World Justice Project Rule of Law Index published by the World Justice
Project
A
.Q\::'/‘;. CRDS e HE  AS AR [EFRA#TFT1UT 1 10 RS> (2022)

16



\

‘\

\~\ )

//

/

PIORSA>

sECHITDMREF 1Y 5T 1 DOHEG
— AT - EREMHEBEICK DY XTIl EXRFADZIEZPRID(C

3. YR, YAVER - &R

)CRDS



3. VR, UROER - BHR

o UXUFHHZOLATIE. BEMICKERICTIDTIIRS . URIR—FHIZITVEFIRM;RT ESND.,
o TEHEREFLNSOUXTHMmE. Z2RIEDEFIF (Z2RIENE) (CXDE5. FFEDTIZNILAVUY
hEZ2RIEVURDDHIBRIIHINF >R ZRTS.
o BETOTAPELDBPUOHRCLOT. X - HRMBOMRICHV TP RN B3,
JOtX E Sl
. e K [ERSNB4MNED . [1286List]
— BIIN3EH& B0 THSEMITHERIDOU X ]
YR D DiE=R - E-R-BBRFOHRUZNE
MERSNIEUAOE, flrE — :
LTBRENZEDE. HiHH DRIOWHBELEENS i *:oo-
RHENDEDNHB. ] T B R ERZERE - WEATEDD17DHZER
o TR DR R ]
- 5 [EROHOEERI] #S5R
l |+ B EUDTA7IILI—-AMEIZSR
. BEECLBIBEWEET [« K NSF: MN&RBERAIMIL—LADT—D] . [TRUSTIL—ALD—Y]
U XD Dl - WRBETDR(CU U - K DOE : MiZiiifii@Ftz+1 U5« B (RTES) H'sH
. BRRREEGRSEOES - = « RDARPA: ZF1UF« - 427 UST AR (SID) A
+ X NIH. DOD* : ERREVHMIUVIZ
« W EPSRC:71—57U>x>2T70EX
- HFY: BIFRRBHICHTIEARZDRELH RS54 >, STRACHH
« = : ARCHETFHIR(CFI) 2
- B B (KF) OHA RSA2ICKDERENEER
- SRRESURIF O (F A SR
o [UZEREHE ] OEE [« K NSF: UXJEMEIDRE
YRS - BHE o RNL—T"O%EEE. EiSIRASsEREE - XK DOD*: PIZEERMN. ML—ZJFHB. REFEE, TR
- PUCRER, YA)(—tFa1V DN : EREEMEBIN U R UFEMFHESRE. FEIR
Fq. T—HBIE o B BRFEHENU A TEMRZRS
AN . ERIOSTY ROSEEOIM o B RFLCELDAOARSAUICEDBENER
WCRDS S kiR obics REEIRES OB SR 18
7
A~ *KDOD(FEBHFRBDT OIS Lhai5



NSFICH T DIAREBRFZED YU XA VHl, S - &4

® NSFTC(IIRIR, H&HER (CRRS BB EREFRRICETERULENE LTS,
® 2025F1HXDEFNEFNS. MREFHBITOU AT - #AZHHIBTIE,

FRIEERD T

TRUST JL—ALD—D

ROUTINE ASSESSMENT VALIDATION REPORTING

Reporting requirements to 01G
& other federal agencies
outlined in guidelines.

Guardrails established to ensure
unbiased monitoring techniques.

Human oversight is a critical
part of validation process.

Process in place to ensure open-
source information is accurate
and represents the activities of
the attributed individual.

Research security related
analytics restricted to OCRRSP
staff only.

What information may be shared
(only info of senior personnel &
no PIl beyond name &
affiliation) detailed in guidelines.

« FRSNIZIBEHROFME - BIRIBIROREE - #ks(E. HREFIY

,— =

4 —HEAg - WERHIEE (OCRSSP) DOAHEME, MMEPE(FITRR
W (BHNFR) .

« NRIBIR GRX - T —4) (CEDE, BRIBIREDT - ARELE*

- ERENEOGA. BERIEEE (OIG) . EHITHE. 1BIREE
FADEE = FRICEERLZWN

DIERE, HAREFIV T BEHEEEEHDICOICTER

MEEDEFRE. AECKD THRN., BENICERETSNET —F 0T UICLDDMEEEL

NSF CONSIDERS AWARD
RECOMMENDATION

RESEARCH SECURITY REVIEW TEAM

RESEARCH INSTITUTION

OCRSSP DATA ANALYSTS

+ OCRSSP and
Institution develop

action is required

Security Review Team

+  NSFA'ESRMHT DATICH LT, SNENSDFEDRIEEME
(potential) ZHEITDIEHD T L —LA
s EFDHNS/\/0Ov hBEEUTERFE (2025FE)
s FT—HDH : OCRSSPICKDNRIEHR GAX - 555 (CED<<>—
Sl
- BHPFRLE1—:LE1—F—LA (5-6A) &EiEKk. NSFLISHIE
PBEFOEREZ2RESMIRETSHD.

« DROEHR : AFEEN SENNBIRDURE. U XD DREF il
BEORE

\
w)

7N
/N
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//

\

Hi88 : NSF Guidelines for Research Security Analytics

©2024 CRDS
NSF Policy Memo, Trusted Research Using Safeguards and Transparency (TRUST)
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Factor 3: Affiliation wi

Factee 2: Forelga Fundings” Fureigy Iciaions i <« IJ za Eﬁﬁﬁﬁ:ﬁ

DOE RTES Due Diligence Reviews - HEDARAT DY
AN
DOE Revi DOE Revi NS W . ~
App|ica$i‘2ﬁv:§t Project G::rl\:\:: for %E*DEE M‘; ?*b\bméﬁ
RTES - FESE /S EI DR -
Silz
TRANER H#ESR
Submit DOE Reviews Receive Negotiate Receive Award &
Application Application for Selection Award Final Award
to FOA Technical Merit Decision Documents
TRANR R

[ " | Office of Research, Technology, and Economic Security (RTES)

* 7K SCRDS TIB5E
« SNENSOTHORIEEMZIRET Y DzshdDI5E & LT [NIH Decision

- EREBICHARZMEFEF 1L UTB(RTES)SRE : £KiliAUw Matrix] Z2 B (2024.8) SHEPEHAFEA T« A (OER) HBRIBHREFAE.
BHECARLUCT1—FTUZ T REREM (L) « UROFHIEDE S :
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AR - AT C K DXIRAMTUN T </8D,

Ef5#eds (BREHARB) DARPA
— = DARPA FRRBS Process

BAA Coordinator notifies

SID completes
assessments of covered
individuals of selected
performers

* SID-CFIP wiill provide PM recommendations or example mitigation strategies for
the performer

** Unmitigated risk(s) defaults plan to D/DIRO for approval

« DODEMMATB/ CTIE. SEFEBBEHEICHITIHEDSDZENADN « DARPATIZ, EFa1VUFa - 42>FUT AR (SID) A B
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- WRESEEOIEMZEREMT

- UROHH B EHtrENIZEAZIZAR
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. |,\D. CRDS ©2024 CRDS ﬁi}t@it.utli)oaz c(>:f Higther gdticatiorﬁ @ Foreian o PeprmentTinded 1 he 21

\‘:-’/ DARPA Fundamental Research Risk-Based Security Reviews Policy and Process



(8%) AREE1UT - TOYSLOHA RSA>—

® OSTPTI(F [MEMEICHITDMELFI IT v - TOTSLDHA RSA 2] ZFK (2024.7.9),

® 2021F 1R (CRRSNCERZEREXHFTEREZ-33 (NSPM-33) T. ERECHOHE(C U T, EHIATOM
REZZTDMFEEBFC [HAREF1I VT« - TOTSL] BUIITDZEZEK,

o HIBFEHXNMND HREF1 VT« - TOTSLDHA RSA> ] REREIN,

B SN HREBICAIBAREE1UF Y - TOISADOHA KSL>] | e
(Guidelines for Research Security Programs at Covered Institutions) | White House Office of Science and

B RTERR : 2024578908 Technology Policy Releases Guidelines
B FiTwm . KEEARIZERMBERE (OSTP) for Research Security Programs at

Covered Institutions

. 7'_:4) h : £ » OSTP » NEWS&UPDATES » REPORTS AND DOCUMENTS

- 2021 1AMNSPM-33DEE(ICEDE, MFMECHSV\ THEBEIND DH—IIC, Mkt
F1UF 1 - TOYSLEEET Blzsd. BESNEERBEEHSHCLIEED, :

o RIE [EFRES50005 BILZEBX 28] @FEUTCVDAFTHE., ST hEEQRD, 5000
73 RIVEHIR g DTzb DS RER = 1R,

. HIRMBIE. MEITEIBT BHEEF1UT 1 - TOOSLWENA RSASOBRERTE et mmeravesoomons
LTWBZ EDEANREERD, B3 S5 1 KRR (20240709)

s MRTFaIUTa - TOTSLOBHREZRE U TUTO4EENER (RS T MEFERIUN
) . AR TI TICERUTVBASE (NSFORL——>2T0FS1—). BRAEYY
PIRER. EFAEMHEREIRREOI>TISTOJSLE) ([Sh>ERBE UL THEIRR.

QYA N—tF*a2VUF+r @issiEImOEF1UT«
OMREF1IVFTFrOML—=>0 BmHERDON —Z>9

72\
. /z. CRDS ©2024 CRDS 22



(&%) MREF1VU5Tr - OS5 LDEHS

o [WRMBIICHIFTDAR LTIV - TOT0SLDHA RS> ] OADTIE, ARECFIUT - TOJS
LDOEBEHZRUTD,

o WRIEADTER., ARTF1IVUFT v - TOTSAICEDHDIANE (OB /\—tzF1 U5 QBINEMODTET1
U4, OQREF1IUTsDORL—Z2T, @WMEEEDO N —Z27) OBGETESH TS,

o TAFHLRA(L, HETEMIDMR LTIV - TOJS LN EEESEEIZL TULDC EDIENROSND,

MRILBIDEER + NSPM-33TZE®HD [£[H5,00075 RV L. EHEFTFN SBARAMIIZZRZ T TV DAFAERE] .
Definition of Covered Institution . NSPM-33THE&H 3 SIAZ e

A) BEHEHRE. EPBNHEMRRMAFE LY — (FFRDC) XI(IIFEFIAFHEE

B) 15,0005 RILELE&(E,

@ &H#HhRD the Survey of Federal Science and Engineering Support to Universities,
Colleges, and Nonprofit Institutions(C¥R&E =N TV DEF BT ORFRHAFRESZZECSIL. 1E
HENESNITAEFEREDO3FHOFIIEEE

@ E&FhRdDthe Survey of Federal Funds for Research and DevelopmentlCE RESNTL\D
FFRDCICXd 9 D EFBEAT DA L BRE D 3EM DI EEE

JOo5 A 1) BAI/)\—tFa1 U5~ SEMFRMEREICTT LT, FEIK - RIEETRHINTLWBIHA/I\—tFa2 U5 - UY—X (NISTH
AN NELTWVWBRED) &E—ITDIRNBOTOTS LrEEMT D EDIREERD D,

(2) BINEMBEOTEF 1 T« A) BINEMDLZE(CEY DHEZERAN (CEMEL. S
B) ZE2RE LD T(CEY IMAFTMREDEMCRL, HHEHNLHEZzEOHERRETOTS LD

;1]
) HFRLFaIFTrDON— A) NSFOIRMtT B ML —Z>JFEZ1—ILODIET DOEF DT IR
=>4
(4) mEEEDO N ——22 A) BIRAEETLREBNEET DEEMEDZE X RFET I

B) @ KEOHEEERSICISTSA 7> XBHDEST EHHEDIEA
@ HEDARZY— HEWKE. /(- b F—2 v T OEEEMHOEST CHHEDIEA

X HRATEBICHSIIBDAREFIVT « - TOTSLADHA RSA> ] KDEHZEFZHRZR L. CRDST—EMFE.

)\CRDS —— )2

,-—-
//
(@

2/

\%



H[E EPSRCOFT1—7YUS IR 0O0—F

SEBEIOTAORTT 1 -7 UST 2R %ZE R,

\

@)
&

T%F - YIR(EFATR S (EPSRC) TEA

JSEE (U T, BECISUITENMIBIROIRHE U X TEHRDIRTRERD D,

I% - MENFHRS
JO2 U hOBEEFEE

& (EPSRC) O571—5FUST >R
MEECERZYTCEZIO—F

BEED/)(—
F—HICTSY
E1ZT3

TREENR

Our

Data flag added for
proposals where

Preparation of

Proposal submitted

%QEFA p roceSS pRo=Al partner?lvisiting
m%%bj(? (C (Q:L/(—Fo)ﬁ&u %Hﬂf—'j: Where can
- AEANDEELEPCEERREN. REDHRFEH PES 7% A - ¥
FEh= = Ju z . .
R h thez. | R HBHIH 11— TR ErLE1—
HHZLESLTVSD AV . ...... S ... —
- EESOMBRHEELHEIENREFOSZA T (SR i fro(;wsg:;vs?;%gv / fur'ﬁ?r?;;;ﬁ Eﬁ%gce s ooy
elp« undertaken undertaken
BURDEHRENDIESE
RERR : WL EENR, BRLZERE - IEAOMRL75 R el Az iRUBIE

5. > 1707)L1—AFfi

EEEIF DU T DIEEHEARMU TNBIIEES :
BAIRE)\— b F—DFE, IP{RE
EHEST R
JO2 10 bOENABDENDKFEE TDIEE)
D R #EFR

F1—FUSTORCEBI< IS

BTN SOBIRO RN S D TZER(C, EIDFE. 3
i, BMDOYRAVENEE, BRiRHKAFOENSZ

)CRDS

ZEMFRADENBHROEMIGIRAND7 17X

IENDTE

,— —

1TDo

©2024

FRANRIRE

Decision taken on any

Live grant, with T&Cs
updating through its

Grant funded, with
T life

proposed risk 8Cs

mitigations

a es
Rtsearch Councl

Phy
il

{88 : Youtube [EPSRC Research Office Webinar 20231 %7t(CCRDSTHIERZEN

@ RERERIE  FEMIBAIC. ECORFECHULT 1. EEREHR
WwIRTHDIN?] . (2. "B2O232 URNTEED/(— hF—125h
BEAZRENSIU TSN ? | ZER T DREERT7 >0 — hEfTl, &

MBEDLDOBERFN—TT 3.

BEE  IRRERETOTY— U LIRERC.
EhEL. BEICKEU CENMBRORHEZIRIEL.
ERSE

BURRE : UXDODERREZTHMIL . IBERHAMHRIRETD. €D
KAENDOHEINRICKD, (IHERAZRET B,

@ mWRBEIKE : ARTFIUST DEIEICDODVWTEZSY—ZITD.

JREY TEMEHm] =
U R0 DARRRERE

@

®

CRDS

24



P
K
-

(2%) RE ExRZ2ERME - IHEE

B ERTZLHEME - 8% (National Security and Investment Act)

EZRR - TRILF— - EFEEERA(BEIS)(E. 2022F1A(CHEMNSDIEE -
2 [ERZERIE -
REDERZERE
DEH - NAZMRIE.
ARF - R ESORENDEAZHRE U,

"EE] ZhefT.
-7 L AN ET L

KF - REEANDEE

=4 DEEH a1\

CUC. X%F¥ - HRHEEAOEdEZ S

ﬁﬁn\ﬁn%@Xﬁ/ﬂ—

AR —X DR —,
"/Zl:h NSI/%(LED< FHR S| &18B,

BINCE T 2B Z&RHLT

EIEDIH DNEIRFPIESRC K DEROEHPEINICDWNWT, B

BT Z R T D17 DRI & 187E.

DS A 2> AEEF DL =18

BRNEEN(CZERELDUXTONSD LHIMT DHEE [RAE] OXREDRD,
BAFIEKRE - AFAERERITD [HA T2 A1 ORHELU. BFIF—ACKDEHREOTHDMEHNIT FINA
AF—I (RCAT) ZiRiEL. EFEEZITDO TS,

BTN EIRL 7T D B

SEimAA R
SeimOMNT - I X
Al

[RFH

BIE
a>Ba—4%)\—R
BRFOEERRMHLE
‘a‘%—; Sal

—S514>2T>

HCRDS

-4

E3]V]

IxILF—

EE - NAM
27l

B2 - FERI
B2y —EXDOHtE
BRREYE

LATIES

RF - THFAEBE DTG
KFE - REEANDHEDES

. SESLFAYC . SITFOZC
ZELIIA - SIS DB A - TS
° ﬁﬂh% ° ng@@'féiﬁ @ﬁf’@i‘iﬁﬂ*ﬁ’éﬂl'e
. AT —<DIR M — = s
K - FRISHSEINT S AR ZHIBG - i [HA5> 2]
. REZDBHEOES . FABEHAT RINAZAF—L
o BIHFHhSDHREE (Call on) ADFFhG (RCAT)

2024 CRDS 25



M REBRRSOYU XD - EE - =H]

B 51 B SAETFHRR(CFI)#iEAS

ARC Countering Foreign Interference Framework
FATEER : 20234128 i
BiTm : A—ASSUFPHAFRS=E (ARC) Framework

= .

SMNDEEZEDHEE THDIA A NS UAFTRSE (ARC) (&
MAFHREGRFNERE)DHGFEEME. PHRRONTEE,. 8
DEEFEICH VT, BHEARPT1—FTUSIVR, HEICKU
U RDVBMZT S IO D#Fr = .

- ARC. RZ. HFEE. MMOBFFEEOEE EFEzE0T0E

2 % BRHEAL.

.+ AMEAHE.  [RKZOBAFHERCH 1 DBENNENSDOF v ~ .
BURODFTE - BEEZIETBMDIL—LT—T, HA R B \. -~/
SA>. VI, BiTZ#MzL. EEITDIED] (BTH) e o

Research Sector / Universities

Processes

to ensure:

. Ebm 5 4 7 ﬂ4 a) bwéﬁg BE (: Btj-a §¥m Staff are trained to identify potential
ARCIZENR DS 1 THA )LDk 5K 3 EEFET U 227554 orece | (S

. FRETICODBIRURIEERRTBLD, SBET CEtheT
UZONR—R - 7T7O—FHESND,

uuuuuu

understood and recorded

Preventative Mitigations are in place

to protect the research

Education
Model Code on Freedom of
Bz = . o ’
e =B EE IR
PN
//\\ O
. | ) . C DS 02024 CRDS Hi#8 : ARC [ARC Countering Foreign Interference Framework | 26
\~~/ I{ FH(ECRDSHBED

\

\-



M ARC SEFi5x05R(CFI)#2#Hd

XZF
BFEEOLEL1—

BN TORREMNZ D
U, BENRURDZREEL
RE T DEHDINRZERITD
EN -

S (CEs;SNTSMmES
BDCFIF T v U%ZXE
UFITHA RS+ & TS
NE1—YSIDRADE
it

BRENIRUXDDFFE. @&t
1RV R OfEMREE L TS
Z & ODHESR

—ARCADHFFEED{REH

ARC 2RISR EMRS
BEEOER ICLBDURILELI—
e ] < ARCIC & BiEIEROBE
_ L enommERLAL ., - BIEBCEBLEL—
- fgﬁ%gfﬁ%ﬁf@%ﬁﬁb@ﬁ B0 — & =H . BURIDHEE. ARCIC
e TE . UZOBEFNE &l
o BFEN [EBERMT*] (CHIED ARCI(Zi@40
ma. UTDOUXDOEB&EET
1. BAEESEEEDBIS OIETE . .
2. BEAMTOIS AOHES 2R EMOFIEDRR
EORS. ; ¥ EOBRIERIR
EORS. BIDAS EDEEEF .
3. BEFEEERIONEBITE S D% —> ot U CmEtaEmsE v
4., BUIE(ERREOHEHTSRE DB aNiiitay AR A-Yilte RAIZRTE
% K IRARCIIREE ‘
| . SETENR U R OIS
o ME(CIHU TRSFRERERRE N, BURENENEL
(CBI=E=RDHS » SN TLBHhERES
+ BEICEUAFISEMORIEE L " DERE ke
=3k

* [EEIT] &(E. FINBAFICKSD [List of Critical Technologies in the National Interest] . 20214 (CEHERNEA(EEMBERAZREE) T/ER N, 202345
(CEEZ - BIF - BRETEN. 708 LU T, EHREE - MR/ ARG SR REREERI/ EFilt/ BE> XA /0/Ry NTZE 86, AR, &>
SO/INAAFTO )OS — /YU =2 TRILF—DER ETREIRMN AR,

A
s

W CRDS

~
h

H#2 : ARC [ARC Countering Foreign Interference Framework] (CRDST#IER) 27




NFH HREHR

EpURIWE, SE.gw Ah

o HFFDELEHHEE] (3H#EF : Tri-agency) TlE. 2 DOBUFAEHCEI> TY XI5 . SIE - E1%EhE.

[RRBHICHT ISERELEELS RS>

(National Security Guidelines for Research Partnerships:
NSGRP)

[T LRSS N S RERERICET 5758t

(Policy on Sensitive Technology Research and Affiliations of
Concern: STRAC policy)

o BEEEUNTAFE (CH 1T DIEEMFEHE Y X MM/ &S

R WRIOS T SOBSFAERD U2 bifgniacs gl
SEIBROBRCEDS <ARTOYS LD—E
R RRIEPI COMRBNDOBIERIMMTOISAIC | + APENRE UEPBINC L BHRERS DR

1=

E'Eluﬁ xﬂté:@gﬁ:

ERIERFY & DiEEN S D5

BEEAc DR E (CHE I DARE
[V X5 D A —/n (Risk Assessment

Form) | Z&A - g

. BEBTRIEHONRE
S

f#ihZE (Attestation Form) | =it A - 2

Iml} Rl

BhRHAR R DE

88 : Implementation of the Policy on Sensitive Technology Research & Affiliations of Concern (STRAC) &k D CRDSTYERL

K ;‘50 CRDS

MR ERMRE (G Y RTFED 4 — LS KRER
HETHESNIZYR DS U CEIfEEZ Eht.

©2024 CRDS

- BIRETHEEINDTOZ T U MCSE T IHRE
(L, FEEAFREENSEERC(IIRIEERITD
ZEFTERN,

28



HFH MRERFBROU XD, EXE - &5

o [HiIRHNICHIDIERZEERENM RS2

bd

(NSGRP) (CEDEURUT7EAA> b E1—ZZ,

o EERMDHBENFFOURXITTMMEESRT. ERTEREHFIOHBOMEHENFITFENZHRE. hFIREE
FORL2MREEEREIC K> TY RN /R ESND,

MEERFES
153RE0R (DRI T A — L]
frdun

v

BRAc B
s

U RO FHi

= ‘ YR 5 B

U X0 5
ERZEREEBFT
B8

v

—> ErZLEa—

i

R

UROEH

i
I

) CRDS

~ 4

BEEE TUROFMIA—L] (BX) 7Ek
[VROFHET A — L] TlE. OMEAS (6R) . @iE
5% (4R9) (DWW TCEM

URTSHEEEE
ERZREHFIOTEOLBIHEDERELMTL, B2R
REEERP (it

AL, R2FERES. BERSFEROVITNHICK
DEE

BAICK>TIOO—/ VLEEEERFEE & BIRE
EERRTERROMEICRY

FfiA U v hOEER
DX D A — AlFEF L Ea1—BY([CHEE SN0

Bt U w Sl & 2 SR EFHMl O R 2 '@ Al
ARIREBFEICH U T, ZE2REFHMOBR(ICDNTH
#E=HD

TVRoEMEHE] (RB) (CEDV\WTHRIER

©2024 CRDS
THERK

[DROFHE T A4 — A

=== Canadi

Hi# : Tri-agency guidance on the National Security Guidelines for Research Partnerships
(NSGRP). Safeguarding Your Research [Risk Assessment Review Process| %J7t(CCRDS 29



(BE) WRMBICHITSURIEHR ed

o BESINIEURINREN UEIBEDREZER I DIcH(C. BE/RU A TENEHEZ/ER T DEND D,
0 URUBHMRDEM(CHIz> TlE. Risk-targetedREFIREZEBIT D ET. A—T > THRHBIRIAZT/ (—
hFr—2wITHEBRURNS, ARCF1IUTZRIRITDIEDET B,

B UXOEMDAE B UXAVEMTEOAS
. . RIOS T COSSMEDREERR. 4% TOS T hD
I\l/_:\ OO) ﬁ Zo A AN =iz
>~ DES U FATRE & DA% S
G =) . SBIEM IR I R % ST

HFFBHE, BUREEIRATO . WERNTUIOZEHR. BECHEU OSSR E R

NAE > ADRA L BEAOWEREN @) 1. BEEOEDESNT BH
- SR RN | ¢ BEKRON/ (U ABENERTH D EHRNIRRREN RN

T — Y EHEE (BhH) R . MBS N LGB AR & B BHR R S RN B BN

. SEIEEDES). BTN BRI SRR EART BN

H )\—tz£ 7 U = e HA)N\—tFa1 T, THABEEDODNL —ZTDZE

PO EFIVTS || gt UT . T SEEE B DN TERE

EF—HER T ﬁ
B LT | 779t 2SR . BINERBEDT )\ XEBO IO M IIADEE
ERERZTONIIL - BROREDMLS GHX. . AT 7. SNS%) DAE
WRBROFAEND | ° wwéf%ﬁﬁw#ﬁtﬁi
PERIPIED T DERAYZR a8 - HRADRHE. BESEEN IP DEDRVNSECDVNTEE

TEITOREA
WEAN—XL . FRES LCEE OIS THI SRR &N 3 BRI

P

N
) CRDS 30

~ 4



HF>5 MRERRFOY XV, B - &

B A1 BN [HEEBRiTDRR ERESNBRIEICEAT 558
(Policy on Sensitive Technology Research and Affiliations of Concern : STRAC)

B FITEEA : 2024%F1H
| *H G g Policy on Sensitive

Technology Research and

. 2024FF1HA LD, MDA (CEND IR E(E. HFTYDEFREZLFE |t
(CURDZEIES T 0]t DH B EICAIEEC(EESIRB I IRMICKDIZIBREST
T TWBIEES. AR ZEZITACENTETRS D,

o HEIEOSVEATNEE U T MEEEMHRRITFDOUA R (158). ERZEREDY
RAO%&EIZ5IalEetEDH D E LT HEEMFHEDUA R (14B)ZA K.

« REENRE UISEBHRATICKDAREBELD (CSHEIT DATRTF—LDA)\—(F, 1BFE
MFREEDOFTED LUIEN VS, [EEHMHME (Attestation Form) | (c_nﬂlbim
Ilj:llg_%O

B AREDB N EERERIFOMITIRFIE

AN AT D BF Yes _ IETEMAFRALRES Yes _ B (R fitie AR B IR DMFRE
DX b g X g ERSYAY2NA ZFEAE]
« PIAY, ERGERF(CHEIET SET IR EE TR - [EEMRE] =i
MDBOFREZBIET [CUX NEFER « i@ or &XEZZ(TTC
IR . « FFVE or 4B O 72\
L (o]
ﬁﬁd) ) No No
E7LE1—

PN
.Q\::'/). CRDS ©2024 CRDS Hi# : ISED [Policy on Sensitive Technologyciisceee?;cjhgr;g{?ggigg?{zgg 31




\

‘\

\~\ )

//

/

PIORSA>

sECHITDMREF 1Y 5T 1 DOHEG
— AT - EREMHEBEICK DY XTIl EXRFADZIEZPRID(C

4. SREFE

)CRDS



4., SEEIHE

o MRIZITF 4 (CHIFDEFIUT v ULDOEHBRDICSH. FL—=0T 0TS LDIEE. EZFU>
DDEFTIV. T—ARAIFT 1 DAFREMNTONTNS.

o MARIZIT54(CEDT. RBREMRTFIUTANMNEEN. IRCHEBIRON. Lo CBENEFEOHAEDN
BN TLD,

o TR, MRA. MREEELREMRIZ I > ZIF TR, 1T - EXRDEBERE SIS, HAFRHE
EICEDDIECOAZMRICL, #iENREGEINEE,

] hL—=>7.-7095A @ce_auja
o BT - BREOHWENEEL., ARTCFIVUFT v - . KF - AFRMREOMTR X1 U5 OEREHF DR
No——>207005 L% E (maturity) B2 Ml I 27z DY —)L
s ASAZTREAUL. #HENZEDTEE
[S61]
[541] « I : Trusted Research [FHlJ L —AD—0O&1—
« XK :NSFOMFRtLF1IUF SL—Z222 H—H1 R
o OO :MAREFIUST FL—Z2T - B HETFIUTr DEEDKREESTIL
55 H—2 - 2957« ZOft (RS - 1R R)

- WAFRE - HFEENEE T DEMAIRS ) AERK
- RTFIUTEEN ARE. AXIZ2Z
T ([CEXDRFEZEIT

o SEHITHERE ICKDKRF - IFTHENDFRIAS

[61] - F%@#M\MBHk$Ti>ﬁ§TAbﬁ%%Eﬁ
« K FBIWGRESEHIZTL XU —XTLH L. 7Y RJ—F,

o I BIEDA>SSA>TS5DDEF U AL
= HEFESOMRTF(UFIT) DA > S > TR

72\
. /z. CRDS ©2024 CRDS 33




4. SEEFE

KEIDHAKEFIUSr SL—22D

®
)

7N
/N

f
\

NSFRERIF SNL—=2>9
NSF XAw J@EFIC2 DO ML —=>00—IHHEFRENTLD,

« NSFORRARU S — ENEBFAMBET OIS ACETIFHLUL
AU —
. DI ENSFEECFa%EE. F£10

BZEtFraUSToD
No—=>% Part1l

« PONBIRKEHIDIBEIRD D X T8 liE ED KD (CIBIREH
o BIREOBIREZEDINDS HORE O ADEE(C DV TSR
o ZHEETS  NSFOLPO LB EEIRE

RELtF1UT1D
No—=>7) Part2

MRI=Za1=FsmFL—=>9

NSF. NIH. DOE. DOD&EEL, ML —Z>JFS 1 —IL=EFF,
HREABETITOWAREE(CO > T VOMRS 2iThE Tz (#8%81505 R
JU. 14435720508 RJIL) . 2024F1B(ICAT4DOOA>F oV EA Y
1 G/ N N

WK EIBUFOMEEDRBS(CRAFHEHEINDE

OSTP AR EF1UFT v - JOTSALHARSA>] (CBWNT KL —
> FEE SEIAN WA,

Esq_y, 1 | FREFIUF EEAH 2
o AELFIUT 1 OIBERERLLRIED S OBE A R T aIAe
esq_, o | TEEBIROEE
. BHEROER. BRSIEBEROERSE. NEBRTS S BHRERONEN
Eoq_y, 3 | YARIDEBEERN
. EBRHEEAZFROEIN COBPIFEENDELE S BTN U 2
Esa e | EEBHOEE
- . EERAEMAEEFIUT 1 DBEZED/INS S 2k EBHEOMEE

W
=

©2024 CRDS

CRDS

ReSearch Security Tra\ining

> Module 1: What is Research
Security?

> Module 2: Disclosure

Learn about federal funding agency

Learn key con
W T

shapes research security and discover
what you can do to safeguard the core
values that underpin U.S. academic

> Module 3: Manage and Mitigate

> Module 4: International
Risk Collaboration

Learn to identify types of international
collaborative research and professional

arc
arch security needs.
Start module 4

B8 NSFARE [FAREF21UFT o bL—Z2 )
https://new.nsf.gov/research-security/training
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a )
Start module 3
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A4 BN : 8BHIRFAETET IV (Capability Maturity Model)
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HINF R,

DTN

Risk assessment framework

= -

Risk assessment

*Eig Description Risk assessment framework
Ambition Knowdedge security risks are identified for intemal purpeses to determine
E EI{J actual risk profiles, and relevant researchers and management are offered
support and advice on knowledge security measures.
Level 1 + There is no formal risk assessment that prescribes in which cases support
initial and advice on knowledge security is needed
« Relevant staff members identify knowledge security risks on an ad-hac basis.
Level2: « Relevant risks for knowledge security and cormespanding advices are
repeatable communicated to relevant staff. The communication includes an argumentation

1o clarify which elements have been relevant in drafting the advice.

L)L 1 Lovel3: o A 1K et procedie and frateawok i defihed Due Giigancs i
aefined part of this risk assessmant methodology.
~ J « Periodic reporting to higher managament includes a description how the risk
‘assessment methodology provides the information required to draft the advice.
LA~NILS

Level a: + The university periodically evaluates the risk assessment methodology,
managed and and improves this if and when necessary.
measurable « Periodic reporting 10 higher mdfloq!mcfﬂ Includes an evaluation of

with the risk
Level 5 + Support and advice o researchers, support staff and managers Is in place
continuous and continuously evaluated and improved (if needed) in a cyclical process.

improvement

The risk sssessment methodology is explained In training and awareness-
ralsing activities.

WSNU Kader Kennisveiligheid, chapter 4; National Knowledge Security Guidelines
12022), chapter 5.

BERIR il
SEER

©2024 CRDS

HE : ASAHRERHR

A LR EDKIEETID (20/)M\I
[#kFE07RE2E (Continuous improvement) | FTTSER (GHExE)

MEFIIUTAHARSA2] ([CRHUT, KF - HREHEED B HE DX ITRDER
Hilid BI=HDEFT IV,
FME T3 <. BRZLCEDTEDLANINEZ UL EDEC EICFHIT DT ENEETH D,

BH) . RFAEZTRIDS LA

fulnerability of research facilities
Area Risk assessment
Description Vulnerability of research facilities
Ambition A vulnerabiity assessment of the most valuable ressarch faciities is performed
for internal purposes. Risk mitigating measres are taken to address Mese
vuinerabilities when and where possible, Reparting of the vulnerabilities and
measures Is reated with confidentiality.
Level 1 - Some faculties, INSUNVIES OF S&rvice GERANMENts are aware of Knowledge
initial urity risks in relation to their research facilities.
are only prop: the faculty
with an {urgent} incident.
Level - Some knowledge security risks have baen identified and described for
repeatable some of the most valuable research facilities.
« i measures are ly il
Lovel 3: ~ Roles and aie described and
defined - Anintemal vuinerahility assessment is conducted periodically in terms.
of knowledge security. T are treated with
« Perioaic reporting informs higher management of the measures taken.
These reports are treated with confidentiaiity.
Lovel 4 « Knowledge security staff periodically discuss the vulnesabiities with
managed and managers of the research faciities and fointly propose adjustments If and
measurable when necessary. These discussions are reated with confidentiaifty.
« The effects of these messures are periodically reported to higher management.
These reports are treated with confidentiality.
Lew « The overviews and 1 the intemal
continuous ‘are evaluated and improved [if needd) in a cyclical process.
improvement
source / WSNU Kader Kennisveitighel, chapter 4; National Knowledge Security Guicelines
reference 12022}, chapter §.

BEAREEET)L (Capability Maturity Model) |
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Case studies

d to guide unive

s in these examples may not be a

Governance and risk Due diligence, risk Cybersecurity
frameworks assessments and
management

i SHBEA [Guidelines to counter foreign interference in the
Australian university sector ]
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Scenario 1 - Cyber Security and Good
Hygiene/Safe Practices

Kate is a professor and researcher who is preparing
to take a three-week vacation to visit her family in
another country. A long-time university colleague,
who is now the vice-dean of a university in that
country, has invited Kate to give a lecture on her
work to a group of postgraduates at the university

during her visit. Prior to departure, Kate
downloaded remote access software onto her
computer to access files stored on her home university's network while abroad, including
a research project that has not yet been published. Once on site, she remotely accessed
her account from a state-sponsored university computer, where she downloaded

information to prepare for her speaking engagement, and then delivered the lecture.
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Contact Point for Knowledge Security

r& :
> What it knowledge secunity? 3 Qu.sﬂons?
> Legal frameworks and codes of conduct
> e

Please contact us at (088 04) 26200

Knowledge Security Risk analysis Tools and frameworks About us

Academic core values International Human resources policy Frequently Asked
partnerships Questions

The National Contact Point for Knowledge Security is a collaboration
between different Dutch ministries, and offers help to anyone connected
to a knowledge institution with questions about opportunities, risks and
practical matters concerning international cooperation.
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